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Keep your IP designs, data, and revenue
safe with Maxim’s secure technologies
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Industry’s most secure 32-bit microcontroller

Advanced Security Features Protect Secret Data and IP

Ensures that secret key data
never leaves the IC

Erase secret key data in response
to attacks on the chip
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Dedicated 3DES accelerator protects

your software IP from copying
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32-hit, single-cycle
operation boosts performance

RSA, DES, 3DES, SHA-1,
SHA-224, SHA-256, DSA, ECDSA

Real hardware entropy generates
secret keys and challenges

Maxim’s Secure Microcontroller Family

Address Integrated User
Part Core Space Segur!ty En:r;‘:afion 3DI_ES SSI;A‘\-'zssGHEAn :ﬁl‘: Eg:sz 2:;;Ame Package
(Code/Data) | Supervisor Engine
DS5002 8-bit 8051 64kB/64kB v 64-bit 80-MQFP
DS5230 8-bit 8051 64kB/64kB v 3DES 80-MQFP
DS5250 8-bit 8051 4MB/4MB 4 3DES 4 4 80-/100-MQFP
. 144-LQFP,
MAXQ1103 | 32-bit MAXQ30 | 8MB/8MB v 3DES v v v/ 144-CSBGA*

MAXQ is a registered trademark of Maxim Integrated Products, Inc.
*Future product—contact the factory for availability.
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Simplify your smart-card interface design

DS8007 dual-slot interface IC provides power supply, level translation,
and ESD protection for robust smart-card communication

Complete Interface Functions in One IC
* |SO 7816 UART

o Supplies up to 80mA for two cards
o EMV™-certified reference design at:
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DS8007

Order your free DS8007 sample kit today
www.maxim-ic.com/DS8007-SKT

® Three DS8007 smart-card interface samples
e (D with complete software libraries

e CPU IC card

DS8113 single-slot interface is also available

® Low-power, 10nA stop mode
e +8kV ESD protection

Part Interfaces cm:lgpe Stop Mode Vollg;;i ) ISSA-IF:?G Package Auxﬂ;zr“y’ ((.‘:%r)llacls
DS8023 v v 53,18 v
DS8024 1 v 53,18 28-TSSOP/SO v
DS8113 v 53 v
DS8007 2 v 53,18 v 48-TQFP v

EMV is a trademark owned by EMVCo LLC.
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Cost-effective bit-stream protection for
your FPGA design

The DS28E01-100** is 1-Wire® secure memory with crypto-strong, SHA-1, bidirectional challenge-and-
response authentication security. It provides a low-cost,” world-class security and authentication solution to
protect your design investment and IP.

Protect Your FPGA IP with 1-Wire Secure Memory

Power and data

YOUR FPGA use only one pin
AUTHENTICATION CORE
SHA-1 SYSTEM AUTHENTICATION | _ 1-Wire / 0
KEY ™ CONTROL <> nTeRracE [ 64-BIT UNIQUE ROM ID. \
1-Wire
A A INTERFACE [ manoom
RANDOM v > CHALLENGE [ ™
NUMBER GENERATOR Ssﬁ/_xBIJ
SHA-1 -
ENGINE UNLE DENICE. Tl ENGINE
A 1Kb
EEPROM  —
Y ARRAY

APPLICATION-SPECIFIC DESIGN (IP TO BE PROTECTED)

1-Wire secure memory protects FPGA designs from being cloned even if the configuration data bit stream is captured. The user design remains disabled until
both the hash algorithm computation in the FPGA and in the secure memory match.

® Protects the FPGA designer’s IP \
® Low-cost alternative to expensive \
encrypted FPGAs A FPG;oramo_rial on
* FPGA SHA-1 engine and 1-Wire interface \www.mé’if-’.ﬁf.-'."c'é’n?/#‘ﬁ,.

supported by major FPGA vendors
e 1-Wire interface requires only one PN /A
FPGA pin to operate

* Data and power are multiplexed
on the same pin

For more information about Maxim’s authentication solutions,
go to: www.maxim-ic.com/ProtectDG

1-Wire is a registered trademark of Maxim Integrated Products, Inc.
The DS28E01-100 is available for under $0.75 for consumer electronics volumes. Prices provided are for design guidance and are FOB USA.
**Data sheet available under NDA
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Protect IP development investments with
proven electronic avthentication solutions

Protect your R&D investment with a proven, low-cosf’ authentication solution. Options range from
customization of the é4-bit, factory-lasered serial numbers to secure, crypto-strong, FIPS 180-1/2 and ISO/IEC
10118-3 SHA-1 based challenge and response for bidirectional authentication.

Design License Protection

Authentication

/ Secure
' IC
solutions

n——

Sensor Authentication £
and Calibration :

Configuration
Bit-Stream Protection

Feature
Protection
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Maxim’s Authentication Solutions—the Key to Copy-Proofing Applications

Part Description Interface Authentication Feature
DS28CNO1** 1Kb EEPROM with SHA-1 12C/SMBus™ Bidirectional SHA-1 challenge and response
DS28E01-100** 1Kb EEPROM with SHA-1 1-Wire Bidirectional SHA-1 challenge and response
DS2401/DS2411 64-bit ROM serial number 1-Wire Customized 64-bit ROM
DS28CM00 64-bit ROM serial number 12C/SMBus Customized 64-bit ROM
DS2431 1Kb EEPROM 1-Wire Customized 64-bit ROM, WP/QTP modes
DS2460** SHA-1 coprocessor 12¢ Secure storage of system secrets

SMBus is a trademark of Intel Corporation.
‘tAuthentication solutions starting as low as $0.15 for consumer electronics volumes. Prices provided are for design guidance and are FOB USA.

**Data sheet provided under NDA.
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Industry’s first secure encryption-key
supervisors

Replace up to 40 components and enhance key security

Maxim’s secure supervisors are the industry’s first ICs to integrate comprehensive features for encryption-
key protection in POS terminals, secure servers, and software-defined radios. Packaged in a leadless CSBGA
for added security, these devices provide active tamper detection and rapid erasure of key memory upon a
tamper event. These supervisors support the highest security level of the FIPS 140-2, Common Criteria, PCI-PED,
and EMV 4.1 certification entities.

SYSTEM EXTERNAL
PROCESSOR SRAM

A A

SPI™BUS

TAMPER
COMPARATORS

64-BYTE
ENCRYPTION-
KEY SRAM

Low-power, active tamper monitoring

o External resistive-mesh monitoring
o Battery-removal detection

_ e User-programmable temperature sensor
© RTC-oscillator windowed watchdog

POR AND BATTERY
CONTROL

TEMP SENSOR

RTC OSCILLATOR

DEVICE
REGISTERS

HIGH-SPEED CLEAR

M AXI
DS36xx

e Nonimprinting, battery-backed
encryption-key SRAM

® Low standby current (< 4pA at +25°()

* Rapid erasure of internal and external
SRAM upon a tamper event

® Low-profile, leadless CSBGA package

Leadless CSBGA package
enhances key security

Software-Defined Radios Biometrics POS Terminals

To learn about Maxim products in POS applications,
go to: www.maxim-ic.com/P0OS-Solutions

SPl is a trademark of Motorola, Inc.
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Secure encryption-key supervisors

Part DS3600 psasos | Doon%/ | Dsa6as | DS3645 | DS3650 | DS3655 | DS3G65*
Package 25-CSBGA 25-CSBGA 25-CSBGA 49-CSBGA 49-CSBGA 16-CSBGA 16-CSBGA 49-CSBGA
g'::‘;'a“"“ B 4010 +85 4010+85 | -40t0+85 | -55t0495 | 5510495 | -40to+85 | -4010+85 | -5510495
Power Consumption

10 6 10 9 13 7 3 14
(A, typ)
Encryption-Key
Storage (Bytes) 64 1K 1K 4K 64 8K
RTC v v v Counter Counter Counter Counter
RTC Alarm v v v/ v v
Time Stamp v v v v v v v
Internal RAM
Control and Erase v v v v v v
External RAM
Control and Erase v v v v v
Battery Controller v v v v/ v/ v v/ 4
Silicon Oscillator v v
CPU Supervisor v/ v v v v/ v v
Selective Memory Erase 2 levels 4 levels
Oscillator Monitor v v/ v v v v
Voltage-Defined
Threshold Tamper Inputs 4 4 4 4 4 2 2 4
Logic-Level Tamper
Inputs 1 1 3 2 2 1 2
Voltage Window
Comparators 4 4 4
PCI/PED Voltage
Monitoring v v v v v v
12¢ v/ (DS3640) v/ v/ v/
. 4-wire )

SPI 3-wire (DS3641) 4-wire v
Service Switch
Input v 4 v v v
Analog/Digital
Input Temperature and battery
Internal Temp
SEIT v v 4 v v v v v
Silicon-Inscribed Serial
Number v v v v v v v v
Random Number
Generator v v/
Glitch Filter
Internal Voltage
Reference d d

To learn more about Maxim’s secure supervisors,
go to: www.maxim-ic.com/SecureSupervisors

*Future product—contact the factory for availability. Specifications are preliminary.
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Our failure rate is still
absolutely ridiculous

One failure in over 2 billion hours

Maxim ad

25 years ago
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“In fagt, it's so ridiculou

See our reliability tools at www.maxim-ic.com/qa

® Reliability reports on every product

o AEC-Q100 reports

¢ 1S0 9001:2000 and I1SO/TS 16949:2002 certificates

® Online reliability calculators (includes FIT rate,

PPM with confidence interval, and LTPD calculators)

THE
FAILURE
RATE
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